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CHALLENGES 
MANAGING YOUR 
DATA CENTER 
ASSETS?



Data Center $ Spend Is Growing 

Å27% CAGR growth rate over next five years1

ÅFueled By:
ÅGrowing Data Needs: IOT, Cloud, AI,                                                  

Analytics, Big Data

ÅMergers and Acquisitions

ÅTechnology Enhancements, Faster and Cheaper

ÅProtection from Security Breaches, Cyber Assaults

Bottom Line: Many More IT Assets to Manage.
1 CAGR - Forbes 9/17

https://newsroom.cisco.com/press-release-content?articleId=1804748


Assets on the Move

ÅIT Assets do not remain static.  

They are constantly on the move:

ựEquipment Replacement

ựEquipment Maintenance

ựData Center Reconfiguration/Optimization

ựFacility Expansion/Consolidation

ÅEquipment moves are often not reported properly

Bottom Line: Do you really know where everything is?



The Need for Security

ÅIn 2016, reported data breaches increased by 40%. 1 

ÅIn 2017, major breaches from Equifax, D&B, UNC Healthcare, 
Verizon, SEC, Gmail, Deloitte, Uber, eBay to name a few. 2 

ά66-75% of information breaches stem from 
outright theft of servers and hardware, 

unauthorized access or use of computers and 
servers, and damage caused by the loss and/or 

improper disposal of equipmentΦέ 3

Bottom Line:  Are you prepared?
1 IdentityForce
2  IdentityForce
3 Navigant



A Few Other Things

ÅSarbanes-Oxley accounting rules require firms to have 
documented knowledge of where depreciating assets are located.

ÅData tapes and hard drives are the least secure items in a                                
Data Center. 1  

ÅIT assets located outside of the Data Center also have their own  
tracking needs.                                                                                                           

Bottom Line: So how do you track assets?

1 SafewareInsurance



The Trouble with Audits

ÅManual Audits ςcan take days to perform,                                               
subject to human error.

ÅBarcodes help, but are slow as they read one item at a time 
and require line-of-sight visibility.

ÅAll audits become inaccurate shortly after completed.

Bottom Line: Quarterly audits cannot provide real-time 
information.

https://www.google.com/imgres?imgurl=https://d2v9y0dukr6mq2.cloudfront.net/video/thumbnail/qEue9C6/audit-time-tax-accounting-review-clocks-3d-animation_bfgxpmh_h_thumbnail-full09.png&imgrefurl=https://www.videoblocks.com/video/audit-tools-toolbox-tax-accounting-review-3d-animation-b_k4frfriu4wzlgy&docid=z8Zj4Xuz_4EpFM&tbnid=7y5h_8eEc8I7lM:&vet=10ahUKEwjHiZuzjt3YAhUGGt8KHXcqD6UQMwigAShXMFc..i&w=1920&h=1080&bih=615&biw=1280&q=image of slow auditing&ved=0ahUKEwjHiZuzjt3YAhUGGt8KHXcqD6UQMwigAShXMFc&iact=mrc&uact=8


The Answer ςRadio Frequency Identification (RFID)

ÅSmall tags attached to each asset.

ÅMobile and fixed readers record movements

ÅWhy RFID:

Barcodes RFID

Read 1 at a time wŜŀŘ         мΣлллΩǎ ŀǘ ŀ ǘƛƳŜ

Require line of sight Read even when not visible

Require a human Read automatically



How It Works

RAIN RFID Tags attached to assets contain a unique ID



How It Works

Fixed reader portals automatically record all movements in and out.

https://gatewayrfidstore.com/shop/impinj-speedway-xportal/


How It Works

Handheld readers take inventory in minutes vs hours.



How It Works

RAIN RFID Software tracks and filters all reads, generates alerts 
and reports, and can interface with existing systems.



RFID Benefits

ÅTrack movements of all assets

ÅMore rapid inventories, more frequently

ÅReduce costs
ÅInventory labor

ÅLost, misplaced or stolen assets
×Equipment replacement costs

× Intrinsic value of lost data



WHAT IS RAIN RFID?



ReadersTagged Item

Digitizing the Physical World with RAIN

RAIN RFID is a passive wireless 
system that connects billions 
of everyday items to the 
internet.



How RAIN RFID Works

Endpoints Reader    Software

Tag Chip      RFID tag   Tagged item Fixed Reader                     Software

RAIN RFID solutions include three main elements:



Why use RAIN RFID?

ÅWhat is it?
ÅWhere is it?
ÅHas it moved?
ÅWhich direction is it 

traveling?



RAIN and the Internet of Things 

Over 20 Billion1 Items 
Connected with RAIN RFID

RAIN RFID Alliance1


